Crypto Assignment Outcome

Task 1 (4 points)

(2 points) Create the histograms showing in the graphical form the relative frequency of letters in two
prepared texts. Provide the two histograms in screen shots. For this, go to Analysis > Tools for
Analysis.

Hamlet

G CrypTool 1.430 - [ASCI Histogram of <Hamlet.txt> (134170 characters)]
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@ CrypTool 1.4.30 - [ASCI Histogram of <NYTIMES article txt> (2282 characters)] = )
¥ File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysis Options  Window  Help _ =]
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ASCIl Histogram of <NYTIMES article.txt> (2282 characters)
Frequency [%)
1 ~ =
10 = —
q - 4
8 - 4
7 - 4
6 - 4
5 - 4
4 ~ -
3 F 4
FE S g
1 - 4
T L | I
A C E G 1 K M 0 a S u W Y
Value
Press Fl to obtain help.
) @0 5 NPEST va Foitese Fom P e [ SEee B 5 o (- oo

e (2 points) Do the two histograms depend significantly on the text documents you have provided?
- Both of the histograms are very similar which makes me think that they don’t depend on the
text document very much.

Task 2 (4 points)

e (2 points) What are the characteristic features of the obtained distribution compared with the result in
Task 1? Provide a screen shot to answer the question.
o Bars for each letter has shifted to the right which minor changes in frequency.
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@& CrypTeol 1430 - [ASCI Histogram of <Caesar encryption of <Hamlettxt>, key <A, KEY OFFSET: 15> (124170 characters)]
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ASCII Histogram of <Caesar encryption of <Hamlet.t<t>, key <A, KEY OFFSET: 1>> (134170 characters)
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e (2 points) How can you use the above features in cracking the key?
o The shift can be used to see how the letters were moved. From this we can see that letters
were shifted to the left by 1 letter. This information can be used to find the key
Task 3 (4 points)
e (1.5 points for Hamlet.txt) Summarize your observation of the frequency distribution. Also, provide a

screenshot of the frequency distribution.
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J MN-Gram List of Hamlet.txt &J
Selection

" Histogram No. | Charact... | Fraquency in % | Fraquency
& Digram 1 ER 4.6263 25
- 2 EN 23166 12
Trigram 3 IE 21236 11
s Wl 4 oF 1.9305 10
5 R 1.9305 10
g M 1.7375 q
Dizplay of the (24 7 Tl 1.7375 9
rmost commorn N-grams 8 AN 15444 8
(alowed vakes: 15000 | | 2 = Lo :
11 Lo 1.5444 8
. 12 M 1.5444 8
Text options 13 RS 1.5444 g
14 RT 1.5444 8
15 us 1.5444 g
16 AR 1.3514 7
. 17 Ha, 1.3514 7
Compute list 18 HE 1.3514 7
19 IN 1.3514 7
20 oL 1.3514 7
Save list 21 oN 1.3514 7
22 = 1.3514 7
23 T0 1.3514 7
Close 24 ES 1.1583 g

Certain character combinations are used more often than others. In this case, ER, EN, IR etc are the
most used ones. Difference in frequency for character combinations is huge.

e (1.5 points for a NYT article) Summarize your observation of the frequency distribution. Also,
provide a screenshot of the frequency distribution.

N-Gram List of NYTIMES article.txt =5
Selection
" Histogram No. | Charact | Frequencyin % | Fiequency
@ Digiam 1 TH 32934 1
. 2 HE 23952 8
" Trigiam 3 TE 23852
CF gam 4 AR 20958
L) ED 20958
B ER 20958
Display of the [25 7 I 20958
most common H-grams H oM 20958
faloried vabues: 75000) | | 2 - 205

11 EN 17964
12 IN 17964
Text options 12 Wi 17964

N AT 1.4970
15 GE 1.4970
16 ND 1.4970
14970
Compute list 18 oM 1.4970
14970
20 AS 11976
Save st H] o] 1.1976
22 33 11976
23 WA 11976
24 NG 11976
2% OR 11976

Close

e R U1 O 01O OO0 @ O 0

i

Characters are close to each other in the frequency.

e (1 point) Compare and contrast the two frequency distributions.
NYT had frequency levels that were close to each other. There wasn’t big difference in what
characters are used unlike the hamlet text. Where highest used character was 25 and lower end being
6.

Task 4 (4 points)

e (2 points) Attach a screen shot that shows the successful creation of the key pair.
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CrypTool —

. The parameters chosen by you and the new
V' key pair have been successfully saved.

The assigned key identifier is
‘[Singh][Ajay][RSA-1024][1476813745] .

Elapsed time while creating key pair: 3307 seconds.

e (2 points) Attach a screensho

CrypTool ==

@R Corect signature!
WY Duration of signature verification: 0.000 seconds.

65 74 7275 64 B85 2C 20 51 75 A5 65 BE 20 &F 6

Task 5 (4 points)

e (1 points) List the cipher and

Caeser, Key: Q
Automatic Caesar Analysis L-i_hj

Dierived Cassar key [0

Remark

Because of the key offsst which was used during
encryption, there are twa keys possible: Far akey
offset of 1 the key is ‘0", for a key offset of O the.
keys

e (1 points) List the cipher and
Vignere
e (2 points) List the cipher and

b

the key for Ciphertext 1.

the key for Ciphertext 2.

the key for Ciphertext 3.

Substitution, Key: QWERTYUIOMASDFGHJKLZXCVBNP

Substitution Analysis: Manual Post-Processing

===

shovin in capitalletters (=#ample: 2 > C means that the lelter ' is decryp

dectyption below, Using the actul state of decryption you may by out oy
N - N
N xR R e T
N T S e e
v owE ok r Foe [T

Fieset entries to the result of the automatic analysis ‘

Current intermediate status of decryption

In this dialog window ciphertext characters are shown in small letters and plaintest characters are

Each change of the substitution list belov will result into a change of the intermediate status of

ted into )

et substitutions,

T
wliow
CE v

H B

MIND T0O SUFFER  THE SLINGS AND ARROWS OF DOUTRAGEOUS
SLEEP NO MORE AND BY A SLEER TO SAY WE END  THE HEAR'

HAM TO BE OR NOT TO BE THAT IS THE QUESTION WHETHER TIS HOBLER IN THE -
NE 0ORTO
TAKE ARMS AGAINST A SEA OF TROUBLES AND B OPPOSING END THEM TO DIE TO

FORTU
TACHE AND THE

t that displays the signature verification.

THOUSAND NATURAL SHOCKS  THAT FLESH IS HEIR TO TIS A CONSUMMATION
DEVOUTLY TO BE WISHD TODIE TO SLEEP  TO SLEEP PERCHANCE TO DREA&M &Y
THERES THE RUB  FOR IN THAT SLEEP OF DEATH WHAT DREAMS MaY COME
‘wHEM WE HAVE SHUFFLED OFF THIS MORTAL COIL  MUST GIVE US PAIISE THERES
THE RESPECT  THAT MAKES CALAMITY OF 50 LONG LIFE

Show current status Copy key Cancel
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